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Abstract — The paper investigates the problem of ensuring
the reliability and safety of EDGE inference in mobile robot
control systems for Industry 5.0 applications in the context of
neural model degradation, anomalous data, and limited
computing resources. An analysis of modern mechanisms for
validating inference results, detecting anomalies, and
implementing fallback control modes was conducted, and their
comparison was performed based on the criteria of reliability,
safety, and suitability for use on EDGE platforms. The results
obtained showed that the most effective approach is to combine
mechanisms for controlling the reliability of inference,
detecting anomalies, and multi-level safe control modes, which
allows increasing the resilience of the robotic system to failures,
prediction errors, and unknown situations. The proposed
solutions can be used in the development of new-generation
intelligent mobile robots for cyber-physical production systems
of Industry 5.0.
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I. INTRODUCTION

In modern autonomous control systems for mobile robots,
the use of artificial intelligence algorithms and neural
networks that run directly on EDGE platforms to ensure real-
time operation is becoming increasingly widespread [1].
Along with the increase in the complexity of models,
problems arise with the degradation of inference accuracy
under the influence of environmental changes, limited
computing resources, overloading of hardware modules, and
the appearance of data different from those on which the
neural network was trained [2]. In such conditions,
mechanisms for validating inference results, timely detection
of anomalies, and transition to safe fallback control modes
that allow maintaining the operability of the robotic system
even in the presence of prediction errors or partial failure of
individual components become of particular importance [3].
Therefore, research into methods for ensuring the reliability
and safety of EDGE inference is a relevant direction in the
development of intelligent mobile robots for Industry 5.0,
where the continuity of operation, the safety of interaction
with a person and the guaranteed adoption of correct
decisions in real time are of critical importance.
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Let us analyze the latest publications within the
framework of this study.

In the article, Nikolaos Filinis, Dimitrios Spatharakis and
co-authors investigated the use of EDGE Al technologies for
robotic applications within the computing continuum and
analyzed the architectures of distributed data processing
between robots, EDGE nodes and cloud services. The
proposed approach allows to increase the efficiency of
artificial intelligence algorithms, reduce data transmission
delays and improve the autonomy of robotic systems by
distributing computing tasks between different levels of
infrastructure [4]. The use of this approach to ensure the
reliability and safety of EDGE inference of mobile robots is
limited due to the focus of the research mainly on the
architecture of the computational continuum and resource
allocation without a detailed consideration of the
mechanisms of inference validation, model degradation, and
the implementation of safe fallback control modes.

In their study, Hong-Wei Zhang, Yi-Min Qin, and co-
authors reviewed ground-based mobile robots for high-
throughput plant phenotyping based on a closed-loop
“perception—decision—action” and analyzed modern sensor,
navigation, and control technologies. The studied approach
allows for increased accuracy of agricultural object
monitoring, robot navigation efficiency, and the quality of
automated decision-making in complex field conditions [5].
The presented solutions are focused mainly on applied
aspects of agricultural robotics and do not consider the issues
of assessing the reliability of inference results, detecting
anomalies, controlling the degradation of neural models, and
transitioning to safe modes of operation of the robotic system.

In their work, Arjun Ashok, Ritam Maiti, and
Thomas Z. H. Ernest investigated an Edge-Intelligence
mechanism  with  inference-oriented  offloading  of
computations for delay-sensitive Internet of Things agents
and proposed a method for optimal distribution of
computational tasks between local and remote resources. The
proposed approach allows to reduce inference execution
delays, increase the efficiency of computing resources use,
and improve the quality of service in IoT networks [6]. The
practical application of this solution for mobile robot safety
tasks is limited, since the main focus is on optimizing
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performance and computation delays without taking into
account mechanisms for checking the reliability of inference
results and fault-tolerant control. In their work, Farimah
Pasandideh, Mohammad Azarafza, and Axel Rettberg
investigated the impact of hardware failures on the
performance of object detection systems on edge platforms
by modeling various fault injection scenarios and analyzing
the use of hardware resources during inference execution.
The proposed approach allows to assess the stability of
computer vision models to hardware failures, to identify
critical components of the computing architecture and to
predict the deterioration of the quality of object
recognition [7]. Despite the direct connection with the issue
of edge inference reliability, the study focuses mainly on the
analysis of hardware errors and does not cover complex
mechanisms for detecting anomalies, validating inference
results and implementing multi-level fallback control modes
for mobile robots. In the article, Hyun-Ho Choi and
Kwangho Lee proposed a method for joint optimization of
confidence thresholds for inference results and the
distribution of computing resources in cooperative Mobile
Edge Computing systems. The developed approach allows to
simultaneously take into account the quality of neural
network prediction and the availability of computing
resources, which contributes to increasing the efficiency of
inference and rational use of edge infrastructure [8]. The
presented solution is promising for tasks of assessing the
reliability of inference, but does not consider the issues of
model degradation during operation, multi-level anomaly
detection and automatic transition to safe control modes of
mobile robots in critical situations.

The analysis of modern scientific publications indicates a
significant interest of researchers in the issues of EDGE Al,
distributed inference, mobile robotics and increasing the
efficiency of the use of computing resources. [9-13] At the
same time, most of the existing works focus on issues of
productivity, optimization of calculations, navigation or
resistance to certain types of hardware failures and do not
consider the comprehensive provision of reliability and
safety of EDGE inference in conditions of model degradation,
the appearance of anomalous data and partial failures of
components. This confirms the need and relevance of
research aimed at developing integrated mechanisms for
validating inference results, detecting anomalies and
implementing multi-level fallback control modes for
Industry 5.0 mobile robots. [14-17]

II. ANALYSIS OF THE VALIDATION MECHANISM OF
EDGE INFERENCE RESULTS AND SAFE FALLBACK
CONTROL MODES

We will analyze the validation mechanisms of EDGE
inference results and safe fallback control modes from the
point of view of comparing their advantages and
disadvantages [18-20].

Confidence Monitoring — the mechanism is based on the
analysis of the level of confidence of the neural network in
the formed forecast and allows you to quickly detect
potentially unreliable inference results. The main advantage
of the approach is the simplicity of implementation and low
computational costs, but it does not guarantee the detection
of all errors, since the neural network can form an incorrect
solution with a high level of confidence.
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Output distribution entropy monitoring — this mechanism
assesses the degree of uncertainty of the forecast by
analyzing the entropy of the output probability distribution of
the neural network. The advantage of the method is the
ability to detect ambiguous situations during classification
and detection of objects, but its effectiveness is significantly
reduced for regression problems and complex multilevel
models.

Bayesian Neural Networks — the approach uses a
Bayesian representation of neural network parameters to
obtain not only a forecast, but also an assessment of its
reliability. The main advantage is the ability to quantify the
uncertainty of inference results, but the implementation
requires significant computing resources and is often difficult
to use on EDGE platforms.

Monte Carlo Dropout — the mechanism performs multiple
runs of the neural network with random disconnection of
individual neurons to assess the stability of the forecast. The
method allows you to obtain an approximate estimate of
uncertainty without changing the model architecture, but
increases the inference time and the load on the computing
system.

Out-of-Distribution Detection (OOD) — the principle of
operation is to detect input data that significantly differ from
the training sample of the neural network. The advantage of
the approach is to increase the safety of the mobile robot in
unknown environments, while the disadvantage is the need
for additional training and the complexity of setting the
detection criteria.

Autoencoder-Based Anomaly Detection — the mechanism
uses an autoencoder to reconstruct input data and identify
anomalies based on the reconstruction error. The advantage
is the effective detection of non-standard situations and
corrupted sensor data, but its implementation requires
separate model training and additional computing resources.

Statistical Residual Monitoring — this approach is based
on comparing the predicted and actual values of system
parameters with subsequent analysis of the residual error.
The method is characterized by ease of implementation and
suitability for low-power edge platforms, but is sensitive to
noise and requires careful adjustment of threshold values.

Watchdog Monitoring — the mechanism monitors the
performance of software and hardware modules by checking
the execution time of processes and the regularity of their
functioning. Its advantage is the effective detection of hangs
and hardware failures, but it does not allow assessing the
correctness of the results of the neural network.

Hardware Redundancy the approach involves
duplicating critical hardware components or computing
modules to ensure system redundancy. The main advantage
is high fault tolerance and operational safety, while the main
disadvantage is an increase in the cost, energy consumption
and complexity of the system.

Model Ensemble the mechanism uses several
independent neural networks to form a joint decision based
on voting or averaging the results. The advantage is
increased accuracy and reduced risk of errors of individual
models, but the implementation requires significant
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computing resources and can be problematic for edge
platforms.

Safe Rule-Based Supervisor — this approach involves
checking the results of neural network inference using a set
of predefined security rules and logical constraints. Its
advantage is high explainability and the ability to guarantee
safe system behavior, while the disadvantage is limited
adaptability to new situations and the need to manually form
a rule base.

Digital Twin Validation - the mechanism is based on
comparing the solutions obtained by the neural network with
the results of modeling the digital twin of the mobile robot
and the environment. The advantage is the ability to predict
potential errors even before executing control commands,
however, the creation and maintenance of a digital twin
require  significant computing resources and high
implementation complexity.

Safe Stop - fallback mode provides for an immediate safe
stop of the mobile robot when a critical inference error or
system failure is detected. The advantage is the maximum
level of safety, but the execution of the current task is
completely stopped.

Emergency Brake — the mechanism provides emergency
braking in the event of a collision or loss of control over the
robot’s movement. The main advantage is the rapid
prevention of emergency situations, while the disadvantage
may be false alarms when the danger is incorrectly
determined.

Rule-Based Navigation — in this mode, control is
transferred to classical navigation algorithms that operate
independently of the neural network. The advantage is the
predictability of the robot’s behavior and high reliability of
operation, but the navigation efficiency may be lower
compared to intelligent algorithms.

Fallback PID Controller — the mechanism involves
disabling neural network algorithms and switching to a
classical PID control circuit. Its advantage is stable operation
and low requirements for computing resources, while the
disadvantage is the loss of adaptability to complex dynamic
environmental conditions.

Sensor Priority Switching — the principle of operation is
to switch the system to backup sensors in the event of failure
or degradation of the main data sources. The advantage is
increased system fault tolerance, but the implementation
requires the installation of additional sensors and complicates
the robot architecture.

Human-in-the-Loop Control - the mechanism provides
for the transfer of control to the operator in cases where the

system cannot guarantee the correctness of the decision made.

The advantage is maximum reliability of decision-making in
critical situations, while the disadvantage is the dependence
on the availability of the operator and the stability of the
communication channel. [21-24]

For a better understanding, we present the existing
mechanisms in the form of a comparative graph with a
conditional expert assessment of the suitability of the
mechanisms for the reliability and safety of EDGE inference
in robotic systems in Figure 1.
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Comparison of Mechanisms for Reliability and Safety of EDGE Inference in Mobile Robot Control Systems
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The numerical analysis of the results presented in the
graph “Comparison of Mechanisms for Reliability and Safety
of EDGE Inference in Mobile Robot Control Systems” (Fig.
1) showed that the highest values of the reliability and safety
indicator are the Digital Twin Validation and Human-in-the-
Loop Control mechanisms, which received a score of 9 out of
10 possible, which indicates their high ability to detect
inference errors and ensure the safe functioning of the mobile
robot. At the same time, the highest scores for usability on
EDGE platforms were received by Watchdog Monitoring,
Safe Stop and Fallback PID Controller, which reached the
maximum value of 10 points due to low requirements for
computing resources and the ability to work in real time. The
greatest imbalance between reliability and usability on
EDGE platforms is observed for Digital Twin Validation and
Human-in-the-Loop Control, where a high level of security is
accompanied by relatively low implementation efficiency on
limited hardware resources. Among the anomaly detection
mechanisms, OOD Detection, Rule-Based Supervisor and
Sensor Priority Switching were the most balanced, for which
the reliability ratings are within 8 points, and the suitability
ratings for use on EDGE platforms are from 6 to 9 points.
[25,26]

Qualitative analysis of the results shows that (Fig. 1) the
mechanisms for controlling model confidence and
monitoring entropy are simple to implement on edge
platforms, but do not provide a sufficient level of security
guarantees when working in conditions of uncertainty. The
Bayesian Neural Networks, Monte Carlo Dropout and Digital
Twin Validation methods demonstrate high potential for
assessing the reliability of inference results, but their use is
limited by significant computational costs and increased
requirements for hardware resources. The most practical for
Industry 5.0 mobile robots are combined solutions that
combine anomaly detection mechanisms, verification of
inference results and automatic transition to safe control
modes. Rule-Based Supervisor, OOD Detection, and Sensor
Priority Switching attract particular attention, as they provide
an acceptable balance between the level of security,
implementation complexity, and the ability to work on
modern EDGE platforms.

CONCLUSION

The results obtained confirm that the use of only one
mechanism does not allow to simultaneously ensure the
maximum level of reliability, safety and efficiency of work
on edge platforms. For mobile robot control systems, the
most appropriate is a comprehensive approach that combines
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